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῎ Ὑ￼ ₩Ẫ

Pod

Ẕּזḳᵸ Sidecarḳᵸ

Ὸח

APP A

APP B

APP C

ẔּזḳᵸљSidecarḳᵸᶈk8s/Sigma ѧ￼ ₩Ẫ



῎ Ὑ￼ԏӌ╙ χҨIstio iptables ѭӕ

App

Sidecar

Init Container

traffic
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Inbound Rules Outbound Rules
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Outbound Request
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Inbound Request

Å Init ╙ (0)χᶈPodᵏטῊι Init Container ⸗ ḳᵸιẦᵏ╙ ὙẊ ╙ Ὑ ֱε֫ѭ Inbound ֱᵙ Outbound ֱζ
Å Inbound ╙ (1,2,3)χInbound ∂ι traffic interception Ὑι⁞Ὧ Inbound ֱ ∂ ᴧֹSidecarιⱡᵅSidecarԜ ᴧ Ẕּז
Å Outbound ╙ (4,5,6)χAPP ᴧ֧￼ Outbound ∂Һ traffic interception Ὑι⁞Ὧ Outbound ֱ ∂ ᴧ Sidecarιⱡᵅ

Sidecar ᶴתѳᵅṄ ∂ᴧ ￼ᶊ

Pod
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ấᵎhttp_proxy iptables ᾭ ἵ ipvs ᾭ ἵ sockmap ᾭ ᴦ
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ḾҦ ῂӜԄ

ÅўחҦ ῂ ԋ├ ιѼј Ә SDK
ÅῇῶҦ ᴵҨῂ ᾡטṏ ὶ ᶈservice meshі
Å ԁӢᾡҦ ι Ὰἔץᴧṵі ᶶ ╙
ÅᾟὙ /ᴅὠιΆӝẦᴧ ιᵙאῶ Ԓḳ

јѢ᷂ ӡỤ

ÅᴝḊ ‰ᶊᶍᵙ ᴭӡỤ(original_dest )ệҨӠּפ
Å῭ ᵀ12 factor ѧɓSruw Elqglqjɓ￼ ∂

Å ῳᵅ￼
Åḳ ῸחᶈᶺѦ ᴭі ḧᶺѦјᵃᴃ Sidecarᴱ Ѧ ᴭ

῎ Ὑ￼Ҹ♇

‰χᶈ Ὴ
ѭẔּטזỗ



Podχ192.168.1.103

῎ Ὑ￼ ᶋ῟ѳזּ χẈ◌

Service A

├ԛѧỌ

Podχ192.168.1.104

Service B
To̔ 192.168.1.104:12220

192.168.1.104:12220

ΐז↕Ԛ

ΐז ⱴ

ΐזᴦ♪

instances̔ ώέмфнΦмсуΦмΦмлпΥмнннлέϐ

192.168.1.103:12220

PORT12220

ְіᴦ

῟χṄאῶῸח ֹService Mesh



Podχ192.168.1.103

ṄῸח ֹService Meshχ├ԄSidecar(Inbound)

Service A

├ԛѧỌ

Podχ192.168.1.104

Service B
To̔ 192.168.1.104:12220

192.168.1.104:12220

ΐז↕Ԛ

ΐז ⱴ

ΐזᴦ♪

instances̔ ώέмфнΦмсуΦмΦмлпΥмнннлέϐ

192.168.1.103:12220

Sidecar

PORT15001
UID4001

╙ Ὑ

To̔ 192.168.1.104:12220

PORT12220

ְіᴦ



192.168.1.104

ṄῸח ֹService Meshχ├ԄSidecarεoutbound ζ

SidecarService B

PORT12220 PORT15001
UID3001

192.168.1.105

Service C

PORT12220

╙ Ὑ

To: 192.168.1.105:12220
192.168.1.105:12220 192.168.1.105:12220

instances̔ ώέмфнΦмсуΦмΦмлрΥмнннлέϐ
├ԛѧỌ

192.168.1.104:12220
192.168.1.105:12220



Pod: 192.168.1.103

ṄῸח ֹService MeshχInbound & Outbound

SidecarService A

PORT12220 PORT15001
UID3001

Pod: 192.168.1.104

Sidecar Service B

PORT12220PORT15001
UID4001

╙ Ὑ

192.168.1.104:12220
192.168.1.104:12220

╙ Ὑ

192.168.1.104:12220

192.168.1.103:12220 192.168.1.104:12220

instances̔ ώέмфнΦмсуΦмΦмлпΥмнннлέϐ
├ԛѧỌ



῎ ὙṾ‎￼״ ẵớχḾẔּז ῎ιᾟὙ /ᴅ /ᴥ

Service-A
Outbound

Sidecar
Traffic

Interception

To: b- ip:b -port to: sidecar - ip:sidecar -port

store: b - ip:b -port
b- ip , b-port=getOriginalDest()

Service-B
Traffic

Interception
Inbound
Sidecar

To: b- ip:b -port to: sidecar - ip:sidecar -port

store: b - ip:b -port

to: b - ip:b -port

b- ip , b-port=getOriginalDest()

≡ῶᾡ ι Ὸחᵸ ῶᾡ ιᴅ ḭἋ ῶᾡ ιᴅ
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Service
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Sidecar

‰Ὸח
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ẑ֯ק

ḭἋ
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Sidecar

Service
εserverζ

├ԛѧỌDNSῸחᵸ

Ὸח├ԛ

ᾛӐ
DNS ẹ

DNS ‘

ԎҤΆẪ ἫᾭὯἾ ֹDNS
ῸחᵸιṏῶỄᶺ
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SOFAMesh￼ӕḒχӔּזDNS ֘ḫאὶᴭ

interface1

pod

DNS

interface2

interface3

1. Ὸח
Å ServiceType=ClusterIP
Å ServiceName=userservice
Å ClusterIP=10.254.162.44
Å Domain=userservice.default.svc.cluster.local

DNSז▌ .2 ẹ
Å userservice.default.svc.cluster.local -> 10.254.162.44
Å com.alipay.userservice.interface1> 10.254.162.44
Å com.alipay.userservice.interface2 -> 10.254.162.44
Å com.alipay.userservice.interface3 -> 10.254.162.44

∂ ᴧ Ḿ sidecar

kubernetes

Pod IP=192.168.1.101

client

Node
pod

Sidecar

ṄὶᴭזԄDNSι
ὝᵇClusterIP

ᵀӔּזχῸח├ԛ + DNSӡỤᵃℓ + ╙ ῎ Ὑ + Sidecar ᶴת
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V ỗטῗד ҄Ẕּז￼

Å Ẕּזῂ│ ὶίֺ Ҏ ד

Å ẔּזѼјẔ Ҏ ΆẪאԏӌḫ￼ד

Å ἅҪ￼ת χᵘҧẪᶈ ᶋ῟їјᵀ

V Ẕּז ӮҜѱό

Å Ẕּז ḧ ṯ ֹ￼ίֺ ‰ιᴏ ‰ꜛỗ

Å ἅҪ￼ת χᶲ῎Ẫ Ẃ ᵀ Ѧᶋ῟

ᵘҧẪ VS. ɸ ῎Ẫ

Ẕ
זּ
ᶲ
῎

Ẹἅ •ѦῸחῊχ

Å זּ ￼ ᶎ │
Å 10%￼╙ ᴞv2ⱱ ιԎ
Ҥ￼ᴞv1ⱱ 

Å Ầᵏ Ḹז
Å ɚɚ



V ᴅ

Å Ẕּזј ԋỌ

Å ḫאΆẪ/╙ / ῗ ώӗΆԓד ḢἄιḾẔּזῗ ῎￼

V ὼ

Å ᶲ῎ὼ ￼ṏῗẔּזῼῺ￼ ‰ꜛỗ

Ӕּזᶲ῎ẪAPI ￼Ḅᶴ



ᶲ῎ẪAPI￼ ḙ

ἫΆӝּפ ָҚιἫ פּ♩ ṯ

Declarative ₩Ẫ
ᵙḫא￼ ẙῗ
҈Imperative ₩Ẫ￼

Ḿ҈ּז￼Қι
Declarative ₩Ẫ
ד Ọ
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ῼῺ῾‎Һῶ῭ᶺ῭Ḅ￼Ӯ│

₮ ή ι₮ Ὕᾨ

ἲ Ậfi
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